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1 
Definition:

Simply defined, “Encryption is the conversion of data into a form, called a ciphertext, that cannot be easily understood by unauthorized people.”  The basic aim of encryption is to ensure appropriate data is available to the intended recipient – a concept which is essential within the commercial world (What?is.com, 2000).

The issue for E-commerce over the Internet is the fact that the medium itself is inherently insecure.  "[T]he Internet was originally created as a research tool and not as a commercial environment[,] … it was designed for ease of use and collaboration, rather than security" (Gutmann, 1999, p. 2)
2 Commercial Encryption Methods:

The most commonly used encryption standard used in Internet commerce is Secure Socket Layer (SSL), however it has proven to be relatively easy to crack. SSL can be seen as an attempt to impose a security measure onto a system which was not created to be secure or to use security protocols (Doligez, 1999).  While an SSL-level of security may be sufficient for most private Internet users, this is obviously of concern to organisations using the Internet for sensitive data communications.

In a commercial context, the next logical step after dismissing SSL must be the adoption of tools and procedures which recognise the Internet’s insecure nature, and use the existing infrastructure in a secure manner.

The use of encryption keys is a popular alternative to SSL.  The simplest is the concept of ‘Symmetrical Encryption’ and the use of  ‘Private/Secret’ keys, as generated by the (now seemingly obsolete) ‘Kerberos’ system.  The Kerberos server acts as a trusted third party between users and data, issuing a one-off password to both the user and the application.  Once the session is finished, the key is redundant, and further access requries a new key (Elledge, 1997).

‘Asymmetric Encryption’ (also known as ‘Public Key Infrastructure’ or PKI) is a more complex, but arguably more useful, alternative.  Popular encryption tools such as ‘Pretty Good Privacy’ (PGP), PKIworks and Cryptlib work on PKI, which provides for both allowing transfer of data in a format relatively secure against unauthorised viewing, as well as allowing “Digital Certification” confirming the data’s origin (PGP Security Products, 2000).  Tools such as these can be implemented within E-mail clients, Virtual Private Networks (VPNs), and other information sharing systems. (Greene, 2000).

3 Key Security

The nature of encryption identifies the system’s weak link – the key.  With access to this, a malicious ‘user’ can wreak havoc within a system, from accessing sensitive information, to producing counterfeit messages, or even destroying the key itself blocking authorised access (Dahl, 1996).

There are a number of strategies which may be implemented to keep private keys secure.  One simple example is the encryption of the private key itself, with a password access.  This has its drawbacks, including the fact that the specific user is restricted to using the key only where s/he has network access to it.  A further danger is the fact that storage within a network leaves the key theoretically open to outside attack (Elledge, 1997).

One recommendation is the implementation of a PIN-number secured Smart Card for private key storage.  This offers not only portability for the private key, but also an added level of authentication.  While not absolutely secure, such a ‘two-factor’ authentication appears to offer an acceptable combination of security and usability to satisfy both administrators and users (Elledge, 1997).  
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