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1 
Introduction

Security of online business models is an issue which has undergone rapid change, not only in terms of technological advances but also in the ways in which these technologies are implemented.

Firewalls, intrusion detection systems and ‘Virtual Private Networks’ have all at some time or another been the ‘flavour of the month.’  Now it seems as though it is the turn of Public Key Infrastructure (PKI) and Certification Authorities (CAs) (Ellison, Schneier, 2000).

Information security systems (computerised or otherwise) typically provide 5 areas of security: 

Confidentiality – protection of data from unauthorised viewing during storage and transmission;

Access control – providing access to certain parties and not others;

Authentication – validation of the identity of the data’s originator;

Integrity – protecting the data from unauthorised modification; and

Non-repudiation – where the originator cannot deny participation in the transaction.

(Entrust Technologies, 2000).  

The ideals of PKI infrastructure endeavour to provide such security within the field of electronic communications.

To be fair, the concept of PKI represents an attractive tool for the implementation of online security within a business plan.   It is relatively cheap, can be easy to use, and has the potential to provide a high degree of data security – all important considerations.  However, the effectiveness of any security tool is determined by its weakest link.  Identification and management of such weak links is therefore the key to maximising the effectiveness of any security plan – PKI or otherwise (Schulze, 2000).

The aim of this paper is to provide an overview of PKI, its current and potential commercial applications, and to determine its strengths and weaknesses.

2 Overview of PKI

PKI (also known as ‘Asymmetric Encryption’) is a process in which data is encrypted with one key, and decrypted with another separate key.  This differs from ‘Symmetric’ encryption in which the same key can be used for both encrypting and decrypting data (Schulze, 2000).

The difficulty in creating a PKI encryption algorithm is ensuring that the ‘Private (or ‘Secret’) Key’ cannot be determined from the ‘Public Key,’ which is usually made freely available over the network (RSA Laboratories, 2000).

Once this is done, secure data communication is only a matter of exchanging ‘Public Keys’ with another person, and then using them to encrypt messages so that no one but the intended recipient can read (or tamper with) them (Gerck, 2000).  

This, however, brings up another issue – how can you be sure that the person who sent you their public key is really your Aunt Harriet?  Is the key still valid? In the case of personal communications, this is hardly a real issue – but not so in the business world (Gerck, 2000).  

Problems concerning the acquisition, recognition, revocation, distribution and validation of Public Keys are allayed by use of Certification Authorities (CAs).   Certification Authorities issue ‘Digital Certificates’ under the ‘X.509’ Internet standard, and are used to corroborate the authenticity of a published ‘Public’ encryption/decryption  key (Sun Microsystems, 1998).

In summary, PKI involves three separate parties:  

the ‘Certifying Authority’ (CA) who issues digital certificates;

the ‘Subscriber’ who owns and controls the certificate/private key; and 

the ‘User’ who relies on the certificate to verify the identity of the Subscriber 

(Gerck, 2000)

3 Pros and Cons

Whilst representing an attractive commercial security tool, PKI is by no means a panacea which will universally allow the business world to finally enter into E-commerce with utter confidence (Information Security Magazine, 2000).  However, with an awareness of the issues involved in the implementation of a PKI security model, an organisation can make use of PKI’s inherent advantages, while avoiding many of the potential problems.

3.1 Advantages

PKI offers a number of compelling arguments in support of its integrity.  Amongst the points in favour of adopting a PKI model for business are such issues as the use and distribution of public keys, the advent of ‘Digital Signatures,’ guarantees of data integrity, and the provision for authentication and non-repudiation (Schulze, 2000).

The fact that PKI uses a different key for encryption and decryption means that the ‘Public’ key must be made available to the person at the other end of the data exchange (the User).  The advantage of this is that while anyone with access to the public key can decrypt a message encrypted with the private key, any message encrypted with the public key must be decrypted with the private key.  There is no possibility that a public key holder will be able to use it to impersonate the private key holder (subscriber) (PTI, 2000).

So, if anyone with the public key can decrypt a message I have sent with my private key, what is the point of it?  In a word, authentication.  If no-one can use my public key to impersonate me, then my private key is theoretically as good as a personal seal (PGP Security Products, 2000).

With this concept, it becomes obvious that the only way secure communications, unreadable by anyone but the intended recipient, can only be done in the direction of public key => private key, or subscriber => user.  How is it possible to send a secure message out to someone if anybody with my public key can read it?  Basically, under the machinations of PKI, it isn’t.  The recipient’s public key must be used to encode the data (Clarke, 1997).

However, one interesting capability of PKI is the fact that both the sender’s private key and the recipient’s public key can be used in tandem.  This has the multiple effect of:  a) encrypting the message in order to ensure privacy,  b) signing the message so the recipient knows it wasn’t sent by a fraudulent third party; and c) removing any ability the sender may have had to deny responsibility for the message (non-repudiation) (Clarke, 1997).

While the basics of PKI revolves around the concept of a combination of secure private keys and freely available public keys, the concept of public key management becomes apparent.  The advent of X.509 certificates is the way in which the online community solves the problems involved in the validity and authentication of public keys (Merkow, 1998).  

CAs provide services such as the identification of a subscriber, the issuing of the Digital Certificate, and the validity of any public keys relevant to the subscriber.  This allows subscribers to use multiple public keys, which may be important in cases where the original key was created with a limited lifespan, if the private key has been compromised, or if a new key set has been created for any reason (Gerck, 2000).

3.2 Disadvantages

Although PKI has been around for approximately 20 years, its use in the online commercial world is a more recent development (Information Security Magazine, 2000).  A number of potential problems surround PKI and can in some cases make it somewhat less attractive as a security solution.

PKI encrypted data is high in computational overhead.  Not only does it require far greater complexity within encryption algorithms to maintain a similar degree of safety to a symmetrically encrypted message, but the end result is a data packet of much greater size.  This may become an issue in both transfer and storage of the data (Schulze, 2000).

While the X.509 ‘recommendation’ is now seen as a defacto CA standard within the online community (Gerck, 2000), the simple fact remains that different certificates do not always interoperate.  The use of CA ‘Extensions’ within applications such as E-mail clients and Web browsers typically ensures that certain certifications can operate within specific applications, however the lack of a prescribed standard allows for a great deal of proprietary variance (Information Security magazine, 2000).

Another problem related to the above point is a lack of transparency in most PKI implementations.  Human nature is such that, unless a certain action results in an immediate and positive outcome, we will tend to avoid doing it (Kimble, et al, 1984).  As many security policies (not just PKI) require conscious effort on the part of the user, it is no surprise that complacency represents one of the greatest security risks overall.  PKI’s lack of transparency in many applications (e.g. E-mail clients) can often mean the use encryption is bypassed entirely (Network World Fusion, 2000).  The fact that many web browsers supporting SSL use digital certificates (Commonwealth Bank, 2000) in an effectually transparent manner shows that this can be done.  It would appear that many other implementations are made deliberately obvious.

Secure storage and management of the private key is an important consideration in a PKI system.  With access to the public key, a malicious user can, in effect, impersonate the legitimate holder.  The implications of such a possibility are obvious.  Many PKI products offer only minimal private key protection as part of the package.  While in most private use cases the provision for password protection is a sufficient level of security, commercial needs are far more demanding (Information Security Magazine, 2000).

The size of a typical private key is such that it is far too large for the average subscriber to memorise.  This has the end effect of limiting a private key’s use to a single computer.  This lack of portability means that a subscriber generally needs to maintain a number of different private keys if they are using more than one computer (Information Security magazine, 2000).

In regards to the very infrastructure of PKI, one major question is ‘Who validates the validator?’ Acceptance of a Digital Certificate implies that you trust the CA’s ability to verify the certificate holder’s identity (Feldman, 2000).  How is this trust gained?

“Key and certificate management are not tasks to be taken lightly. Nor are they for the faint-of-heart. Extremely tight security is an imperative to maintain the trust that PKIs require” (Merkow, 1998).  The bottom line is that the decision to accept a certificate’s validity should be a conscious one by the user, and dependent on the context of the data’s intended use (e.g. personal, business, legal, etc) (Gerck, 2000).

It is all well and good that your own system is completely secure, but just how secure is everybody else?  The other members of the PKI infrastructure, such as the CA and the user, all represent potential weak links in the secure use of PKI.  The CA, for example, may compromise the integrity of certificates by issuing them without sufficient verification of the subscriber’s identity.  Similarly, the user may not have such a watertight security plan, and therefore compromise their private key (Ellison, Schneier, 2000).

4 Business Applications of PKI

PKI encryption has a number of obvious and not-so-obvious applications in business.

4.1 Common Uses

Amongst the obvious PKI application is the sharing of secure data.  Using PKI in its most basic form (as described above), the transfer of secure data between electronic endpoints is facilitated.  This can be used in both commercial and personal communications.  Validation of both the message’s source as well as the integrity of the data itself are also made possible.  Examples of such implementations include encryption plugins for E-mail clients (e.g. PGP), Secure Socket Layer (SSL) enabled websites, and Virtual Private Networks (VPNs) (PGP Security Products, 2000).

When an organisation has the need to restrict confidential information to its employees, there is no real need to rely on a ‘trusted third party’ to issue Digital Certificates.  If used internally, who better than the organisation itself to verify an employee’s identity and issue a certificate?  This concept may be extended to include the organisation’s trading and business partners, and can be classified as a ‘Closed PKI’ (Moreau, 1999).

A technique that is sometimes used is to combine symmetric and asymmetric encryption techniques, in order to gain the benefits of both while minimising the disadvantages (Entrust Technologies, 2000).

This works in the following manner:  The message is encrypted using a symmetric key algorithm which is created specifically for this transfer only (known as a ‘session key’).  Next, the session key is encrypted using the recipient’s public key.  The two encrypted data blocks are then sent across the network, where the recipient uses their private key to decrypt the session key, which in turn is used to decrypt the message (Bernstein, et al, 1996).

The advantages of this system are that the message is encrypted with a symmetric key which results in a smaller data block with a stronger encryption algorithm (Curtin, 1998).  The only part of the message encrypted with the more cumbersome PKI method is the encryption key for the main message, which represents a much smaller data packet.  The end result is PKI security with a smaller network overhead (Bernstein, et al, 1996).

4.2 Emergent applications

Amongst emergent applications gaining momentum is the use of private keys on smart cards as an access control device.  This allays concerns of portability as mentioned earlier, however current hardware availability may make this relatively expensive for the time being.  One alternative is the use of Floppy Disks, however the security of this medium is relatively poor (Information Security magazine, 2000).

Combining PKI with other security measures such as Biometrics is a trend which is likely to become more and more common as the technologies both mature.  Such multi-factor defence can conceivably represent the future of data security (Elledge, 1997).

The extension of PKI and smart card technologies into the area of ‘Electronic Money’ (aka ‘Digital Cash’) is another area likely to become common in the future.  The fact is, however, that this concept is still relatively new and that no standards yet exist for it.  The use of PKI is as central to the concept as is the smart card and revolves around making it impossible to ‘duplicate’ funds and, in effect, fraudulently spending them twice (RSA Laboratories, 2000).

5 Conclusion

While there are compelling arguments both for and against the use of PKI, there are many practical applications of its concepts.  Web browsers, web servers, E-mail applications and databases are all capable of being equipped with PKI based security measures (Information Security Magazine, 2000).

If one asks ‘Does E-commerce need PKI?’ then the answer surely must be ‘no.’  Business is being done over the Internet every day, and most vendors will accept your credit card number whether or not you have a Digital Certificate.  While representing a useful tool for use in the online world, PKI has yet to prove that it is essential.  On the other hand, if the question is ‘Does PKI need E-commerce?’ then the answer must just as surely be ‘yes.’ (Ellison, Schneier, 2000)
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