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1 
Definition:

Simply put, a Digital Signature is a way to identify yourself electronically (About, 2000).   Digital Signatures enable verification not only of the origin of an electronic message, but also provide confirmation of the message’s integrity in terms of tampering or alteration (ILPF, 2000).

Digital Signatures work within the Public Key Infrastructure in the following manner:  The sender of the message encrypts the message using his/her private key, prior to sending it to the recipient.  The recipient uses the sender’s public key in order to decrypt and read the message.  Because the message can only be decrypted with the sender’s public key, the message content will be freely readable by any person with access to the key.  However, while the message contents may not remain secret, the digital signature does provide the following information:  data integrity in that the message received is the same as the message sent; sender authentication in that the message could only have originated from the purported sender ; and non-repudiation in that the sender cannot credibly deny sending it (Clarke, 1997).

Used in conjunction with the recipient’s public key, a message can be both encrypted so that only the intended recipient can view the contents (by using their private key), and also gain the abovementioned assurances (PGP Security Products, 2000).

2 Security Risks:

While the abovementioned functionality suggests some practical benefits of Public Key Infrastructure in general, and Digital Signatures in particular, it cannot be claimed that they are absolutely secure.

Even the most sophisticated encryption algorithm is vulnerable to a brute-force attack, the main defense being the use of increasingly large keys.  Problems with this include the fact that modern distributed processing methods can be used to make cracking even a 4096 bit key a theoretical possibility (Doligez, 1999); and that the use of such keys increases network traffic overhead substantially due to vastly increased message sizes (Schulze, 2000).

The manner in which the keys are generated may be another cause for concern if the process cannot be trusted.  If a key can be generated initially for one person, is it possible for an exact duplicate to be made for someone else?  What about the relationship between the public and private keys?  Can one be determined from the other? (Clarke 1997).

Secure storage of the private key should also be considered (especially considering the growing size of the typical key algorithm).  Smart card technology, for example, may be one way of securing a private key in the future (Schulze, 2000).

Legislation may also play a part in creating security risks for Digital Signatures.  Key Escrow, as currently being argued within the US government, may represent a security danger if copies of private keys are held by a ‘trusted’ third party (Machrone, 1998).

3 Internet Applications:

The commercial implications of the use of Digital Signatures over the Internet are obvious.  Both consumers and businesses are suffering under the current Internet trends of credit card fraud (Pappas, 2000).

Australian government sites, for example, are tipped to implement Digital Certification for dealings with private businesses (Mitchell, 2000).

In this initiative, not only are the site’s visitors being identified when appropriate (e.g. when sending private and/or financial information to the site), but so is the site itself being authenticated to its visitors – an important consideration in a time when talented hackers can hijack URLs and emulate sites to their own ends (PTI, 2000).

A system encompassing encryption, authentication, and all the other PKI trimmings packaged in a way that its operation remained transparent to users would represent a great advancement in the use of the Internet as a credible and safe place to do business.
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