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1 Definition:

The concept behind the Public Key Infrastructure implies that all one has to do is freely distribute their public key, and then you can exchange authenticated, secure messages with whomever you wish.  

However, who is on the other end?  Is the key really from who you thought?  Is the key still valid?  X.509 exists to solve problems relating to the validity and authentication of Public Keys (Merkow, 1998).

The X.509 ‘recommendation’ is a widely accepted definition for the implementation of centrally controlled authentication services within the online community (Gerck, 2000).   Because it has not yet been officially recognised as a standard by the W3C, there have been different proprietary implementations of X.509 which, while are effective in their own rights (e.g. Web browser SSL implementations), leave much to be desired in terms of interconnectivity (Webopedia, 2000).

As mentioned, the most visible form of an X.509 certificate is within SSL compatible web browsers such as Microsoft Internet Explorer and Netscape.  Other protocols using X.509 include Secure Electronic Transactions (SET), various E-mail standards (e.g. PEM and S/MIME), and a number of code-signing schemes such as ‘Java ARchives’ and ‘Microsoft Authenticode.’  The value of X.509 Certificates lies in their ability to corroborate the authenticity of a published ‘Public’ encryption/decryption  key (Sun Microsystems, 1998).

X.509 certificates (also known as ‘Public Key’ certificates) can be generated by just about anyone.  However for it to be widely accepted, a certificate should be generated by an accredited ‘Certifying Authority.’(Sun Microsystems, 1998).

2 Security Risks associated with X.509 Certificates

Perhaps the most obvious security risk associated with X.509 certificates is the nature of the Certifying Authority (also known as the ‘C.A.’ or ‘Issuer’).  

Because of the fact that anyone can create an X.509 certificate, the outward appearance of security may not always be the case.  The decision on whether or not to trust the CA should be a conscious one by the ‘User’ (those who rely on the certificate to confirm the message’s validity) (NetworkWorld Fusion, 2000).

Another issue regarding the use of certificates is the way that some implementations remove the user’s ability to accept/deny the certificate’s validity, such as in Web browsers.  This in effect disempowers the user who is, after all, the one at risk.  Indeed, some software implementations such as Netscape Communicator can in some circumstances override the User’s decision not to trust a particular CA and present such messages as being secure (Gerck, 2000).

3 Commercial Application of X.509 Certificates

X.509 certificates lend themselves to a number of commercial applications, such as for secure communications with business partners and customers.  However, there are a number of less obvious uses for this protocol.

 The use of X.509 certificates for the identification of employees has become a common practice.  For the purposes of identification, many organisations feel that their own employee records are sufficient source, and so issue a certificate solely for internal use (Gerck, 2000).

Advantages of issuing certificates as internal data security tools includes their ease of use, savings on time spent administering password schemes, the ability to administer them over a distributed network, and the fact that a strong level of authentication can be provided (LITC, 2000).
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